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The Secrecy System 
"The real secret is what is secret" 

Hans Magnus Enzensberger 

The main secret of the "real secrecy system" is the scale of the collection of 
communications intelligence: the fact that most of the world outside the US, when it 
speaks on an electronic device, is on a party line, with the US Government listening 
in. 

"Party line”: do readers younger than me even remember what that meant? 

(Several households would share a telephone line; any member could listen in on 
the conversations of the others, without being heard. Like an operator, if you 
remember those. There are still operators, but they generally no longer make the 
call for you ("Operator, please give me..."). But now we’re used to hearing, when we 
call a company: "This phone call may be recorded, for quality assurance purposes, to 
give you better service." 

That means, recorded by the company itself. But for the last decade—and who 
knows how much longer—we can assume that the call will also be recorded—for 
purposes of "the government"—by the NSA, and/or the telephone company for the 
government, and retrieved as someone who has access has need. 

No later than 9/11, 2001, General Michael Hayden, then head of NSA, told his senior 
colleagues, "Now we’ll target the US the way we do a foreign country." Tom Drake 
heard him say that. That was a secret, a super-secret. Since 1978, the Foreign 
Intelligence Surveillance Act (FISA) had forbidden the governmental overhearing 
any telephone or wire communication of a US citizen without a warrant (possibly 
from a special court, itself secret, the Foreign Intelligence Surveillance Court), in 
recognition of the Fourth Amendment which requires a warrant from the judicial 
branch for any search of a household or belongings, based on a showing of probable 
cause (an evidential base for suspicion of illegality). Before that the Supreme Court 
had already held that the Fourth Amendment applied to telephone and telegram 
communication (which had not existed at the time the Bill of Rights was adopted). 

Before FISA, then, deliberate overhearing had already been illegal and 
unconstitutional, but it was discovered by the Church Committee in 1975-76 that it 
was being done on a large scale, particularly against antiwar dissenters, not only by 
NSA but by the FBI, CIA and Army Intelligence. One of the first disclosures of this 
came during my trial, when it came out that I had been overheard—contrary to 
denials by my prosecutor and the FBI—on a number of occasions on wiretaps by the 
FBI for the White House, covering 17 members of the NSC staff (including Mort 







2 


Halperin and Tony Lake, on whose phones I had been overheard) and several 
newsmen, including Henry Brandon and Bernard Kalb. Because these taps, done at 
the direction of Henry Kissinger on orders of President Nixon, were illegal, records 
of them had been kept out of the FBI files, residing in a private safe in J. Edgar 
Hoover's office. When my court proceedings started in June, 1971, Robert Mardian, 
Hoover’s nominal boss at the Justice Department, traveled to San Clemente to warn 
Nixon that Hoover held these files—evidence of an illegal presidential directive-- as 
possible blackmail against the president, when my defense team inevitably asked 
for evidence of any overhearing. Nixon ordered them to be surreptiously removed 
from Hoover’s safe, and this was carried out by Bill Sullivan, Hoover’s deputy, who 
aspired to replace him when he died. (It was clear by now that Hoover would 
eventually die in office. No president could remove him, though several, including 
Nixon, wanted to, precisely because of the blackmail power residing in his private 
files over White House officials and members of Congress. Much of this came from 
illegal overhearing, as well as other sources. 

Sullivan gave the records of my overhearing to John Ehrlichman, the 
president’s Domestic Counsel, who kept them in his safe. There they were found 
soon after my judge had dismissed my prosecution, partly on grounds that the 
government had been unable to fulfill his demand for the records—the FBI couldn’t 
find them—after someone in the FBI had reported remembering that the 
overhearing had, after all, taken place. 

So—one reason for the extreme secrecy of domestic overhearing was that it was 
then illegal (without a warrant, which these taps lacked). Thus, anyone who had 
knowledge of it and failed to report it to some proper authority (say, the FBI!), was 
effectively complicit, chargeable with misprision of a felony. The fact that Nixon had 
actually directed these crimes made him directly prosecutable, or impeachable. 

That was one of the crimes committed against me that faced him with impeachment 
and led to his resignation. When Senator Frank Church, heading the investigation of 
the intelligence agencies known as the Church Committee, found that this 
overhearing, first revealed in my trial, was part of a widespread pattern of illegal 
surveillance, he pressed for what became the FISA. 

For over twenty years, by all accounts, NSA actually obeyed this stricture and 
refrained from listening in or recording the private communications of American 
citizens. There was an explicit code within the Agency internalized by all its 
employees: "No listening to an American citizen without a warrant.” But under 
President George W. Bush, by September 12 (and possibly earlier, with cooperation 
of most telephone companies) this changed dramatically. Without bothering to get 
FISA amended and without any consultation with Congress, the Act was simply 
ignored and NSA began to monitor any and all American domestic communications 
without any warrant, bypassing the FISC, the judicial branch. 

By this time, much more was available for surveillance than had existed even as 
recently as 1978, let alone 1789. With personal computers, credit cards and the 
internet, Americans communicated by e-mail, FAX, cell phones, Skype and Facebook, 
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and they left an almost continuous electronic trail of their activities with credit 
cards, the GPS devices in their cell phones and i-pads, and their google and internet 
searches. All of this is now accessible to NSA, and to the numerous private 
companies—including the telephone companies-- that contract for NSA in collecting 
or analyzing data or gather and sell information for corporate purposes. 

9:22 AM 

As 1 said earlier, the first major secret is that the president, and those he and his 
subordinates designate, have access to an enormous amount of information gleaned 
from worldwide "party lines,” the military and diplomatic (and commercial) 
communications to their embassies, bases and military forces. Most of these are 
encoded. One of NSA’s jobs is to break those codes and "read their mail." It’s 
generally understood that our government, like all states, tries to do this and 
sometimes succeeds. What is secret is the scale of this activity and how successful it 
is. 


Actually, NSA (and presumably, the Soviets, and some others) is extremely 
successful in deciphering codes, and the collection activity is uqiquitous, worldwide. 
(Another of NSA’s responsibilities is constructing cyphers and cyphering apparatus 
for our own communications). The result is that a very large part of the supposedly- 
secret communications of the other states of the world is an open book to us. 

However, this access is vulnerable to the alertness of the target nations. When they 
become aware that their traffic is being read by us, they can stop using a particular 
channel or change their codes, perhaps to a higher security system that is less easily 
breakable by us. Therefore, anyone who is "read into the system"—knows of its 
existence and/or has access to its results- is carefully briefed to say or do nothing 
that will alert the foreign targets that they are being overheard. 

It's not so much a matter of their "knowing" that overhearing occurs in general, as a 
possibility—"in theory, everyone 'knows' this"—as a matter of letting it into their 
immediate awareness, being alerted to it, paying attention to it—individually and 
then organizationally-bringing it out of general memory into the zone of matters to 
be responded to practically, immediately. 

For code-breaking, what the NSA (and other collection agencies) often relies on is 
the carelessness and inertia of its targets, one of whose operators may re-use a code 
meant for one-time use, or use a low-level cypher that is easily broken just for its 
convenience, or fail to take seriously the possibility that a particular channel has 
been compromised. Hence, great discretion is trained into all who come to know of 
this process to keep them from awakening possible targets from this somnolence. 

In organizations, and in individuals, there is a great deal of inertia in responding to 
the "possibility" that one is being overheard. It is simply inconvenient to guard 
one’s language on the telephone (or now, on e-mail), or talk in coded terms, still 
more to formally encode and then to change one’s codes, especially to a more 
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complicated, less convenient system. You don’t do it unless you have to, and you 
very often don't do it when you do have to, or do it consistently: unless something 
alerts you to the need for it. That may be an article or a comment about code- 
breaking or surveillance in general, or it may be an overheard fragment of a 
conversation (say, between foreign diplomats) or something in others’ own coded 
communications) that suggests they know something you have been trying to 
conceal. 

The NSA can’t stop—much as they would like to—journalists or movie-makers from 
addressing or depicting the subject, but they caution insiders not to add to that 
dialog at all, or seem to confirm it from their official status, by alluding to the very 
fact of communications intelligence or, still worse, to the contents of any particular 
intercept (which would alert the particular target). 

It’s emphasized in the security briefing that no matter if a particular piece of data 
has been published ten times in the press or in Congressional hearings, they must 
not add an eleventh occasion. For one thing, any one reiteration might be the one 
that caught the attention of the target (perhaps by cumulative effect, or just 
randomly). For another, your own status, mentioning this, might seem to give it 
official confirmation. 

Either way, your own contribution, just mentioning the subject or letting drop some 
tidbit from the process might be the trigger that finally leads the target not only to 
pay attention but to take action, making it harder to collect or read their subsequent 
communications and depriving the US of the knowledge that might result from those 
messages. Don’t do it, you're briefed; don’t be that person. 

All this is plausible, once you hear it in the security briefing. Concrete, historical 
examples of critical blunders and their effects are described. It gains credibility by 
the very unfamiliarity of the point of view. The usual security briefing warning 
against leaks of (ordinarily) classified information warns implicitly of the danger of 
giving away bits of information that gradually add up to an inference in an 
adversary’s mind (the notion of intelligence as a mosaic) which may suggest a 
change in action. 

This briefing, rather, focuses on the management of attention and inattention, the 
precursor to cognitive inference, the factor that does or does not make the persons 
being secretly listened to self-conscious about the security of their communications. 
(The hypnotist contrives to focus attention on his own voice, away from every other 
distraction; by contrast, the magician—I'm an amateur magician—is taught the key 
role of misdirection, tacitly cueing attention toward something other than the hand 
that is doing the sleight or the details of the manipulation. 

Consistent, unbroken failure of officials to acknowledge in any way the existence of 
overhearing as a factor in foreign policy serves very effectively as misdirection. 
Paradoxically, the effect is almost hypnotic: "You are not being overheard.” Likewise, 
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the fact that it doesn’t show up—at all, ever—in internal documentation that 
eventually becomes available to scholars, even in documents that appear to be 
highly classified (those that do deal with comint are rarely declassified, even in the 
US, and almost never elsewhere)—and its total absence from the memoirs and 
private papers of officials-manages to fool nearly all historians into ignoring its role 
and importance, thereby missing much of the information that actually drove and 
gave meaning to events. 


The surprising reality is that this discipline against even alluding to the process of 
surveillance or its contents is very reliably observed, by large numbers of people for 
long periods of time, and at the same time that most people, most of the time—even 
if they’re among those briefed and are "consumers" of intelligence—act as if there 
was no possibility or immediacy of their being overheard. (It’s just too inconvenient 
to act otherwise, or to keep this possibility constantly in mind. Individuals who act 
as if they do are often seen by others as paranoid 1 ). Both of these human traits work 
for the benefit of the surveiller, indeed they’re essential to the process. 

Thus, John Ehrlichman, Nixon’s Domestic Council, was shocked when he learned 
with the rest of the public—long after he and H. R. Haldeman had been expelled from 
the White House (as scapegoats for the "plumbers’" break-in to my doctor’s office)- 
that Nixon had been recording all his conversations (and everyone else’s) in the 
Oval Office. But he was equally shocked, and humiliated, to realize that Haldeman, 
his closest and constant associate, had been one of the handful who had known of 
this system: and had never told him. 

Tony Lake, one of Kissinger’s deputies, knew who else in the NSC was being tapped 
by the FBI, but not of his own tap (on which I was also overheard.) Kissinger 
himself frequently voiced a suspicion, jocularly, that he was being overheard, but 
found it, evidently, hard to believe. He was often suspected by Nixon and Haldeman 
of being the source of leaks, and this was frequently true. On one occasion, when 
Haldeman accused him of being the source of a particular leak in James Reston's 
column, Kissinger said that he had not spoken to Reston that day. When Haldeman 


1 1 have one especially knowledgeable friend who will not talk with me unless my 
cell phone is not only turned off but is moved to another room, out of earshot. As a 
result, I suppose, these are my only conversations not recorded by NSA. That way, 
anyway. 

Perhaps as an in-house joke, a notation by the transcriber of the tapped 
conversations of Morton Halperin’s household, when he was a member of the NSC 
staff and for a year afterwards—on which I was overheard some fifteen times— 
reads, next to the transcribed phone comments of Mort's then-wife Ina that she'd 
been hearing funny noises on theline: "Ina is paranoid. She thinks her phone is 
tapped.” 
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confronted him with the records of his phone logs. Kissinger said, "Oh, on the 
phone." Haldeman did not disclose whether he also held the contents of the 
conversation. 

After Nixon’s taping was revealed, various Nixon apologists brought out that 
Kennedy, Johnson, Eisenhower and even FDR had also recorded conversations 
surreptitiously. (Not Truman?) JFK’s associates—none of whom had known of this 
except Kenny O’Donnell, RFK and Kennedy’s secretary—were shocked and 
incredulous, like Ehrlichman. They couldn’t believe it of their leader; and, 
probably, they were particularly resistant to the idea that they had been chosen to 
be among the unwitting, that no one had let them in on it. (Allegations in the Church 
Committee that Eisenhower and Kennedy had both been involved in assassination 
planning met with a similar response from their underlings.) 

The point is that some knew (a very few) and most didn’t: and that the ones who 
knew didn’t tell, even their very closest colleagues and friends, while the ones who 
didn’t know, didn’t guess. This is characteristic of the process of "real secrecy” in 
general, especially of the special clearances, the compartmented information. And it 
is also true of information that is too "sensitive" to be written down at all: including, 
for example, domestic political influences on foreign policy, and assassination 
planning (at least, in the pre-drone past!) 


Within the general field of communications intelligence, or "special intelligence” (as 
it was then, and may still, be referred to, to avoid enunciation in public of the word 
"communications," or COMINT), there were specially "sensitive" sub-areas, probably 
requiring separate code-words and protection, for comint on allies, and similarly, 
for domestic surveillance. Surveillance of journalists or Congresspersons, for 
example, would be among the most closely-held information. 

Information from all such comint sources might be referred to, in FBI documents or 
other reports, as coming from "a highly reliable source" or "highly classified 
information.” The impression successfully given to those without an SI clearance 
was that such information came from human informants, or HUMINT in the 
profession. I can testify, from my experience reading such reports before I had the 
clearance, that the high likelihood it came from communications intercepts, or the 
fact that "special intelligence” referred above all to this source, was not in my mind: 
or, I'm sure, in others'. 

The SI clearance was the most widely-held, in effect the lowest level, of the special 
clearances. At the level I worked at in the government, as Special Assistant to the 
Assistant Secretary (ISA) and with other higher staffers at the Assistant Secretary 
and Deputy Assistant Secretary level, virtually everyone I came in contact with had 
SI access. (At least, that’s my memory). Even so, we couldn’t keep such information 
in our offices, even the Assistant Secretary’s. (I don’t know whether the 
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Secretary of Defense or his Deputy had safes for it; I suspect not). We had many file 
cabinets for Top Secret, but SI material was brought into the office—daily, for 
certain reports, otherwise on demand—by a courier from a specially secured office. 
He would stay in the office while you read it, and take it back in his briefcase. That 
was also true for the other special clearances. 

The next most widely held were T and K. Someone who had SI, T and K was said to 
be cleared for "all source” intelligence: the products of comint and U-2 and satellite 
reconnaissance. (There was also the underwater acoustic surveillance of 
submarines, SOSUS, and the output of covert agents; these were even more closely- 
held and required separate clearances. In other words, I doubt that these findings 
were available to everyone who was assured he had "all source intelligence.") 

COMINT included not only the contents of messages but ELINT: electronic 
intelligence, derived from electronic emissions such as radar and the monitoring of 
electronic data related to missile launches and satellites, and traffic analysis of 
messages (which might or might not be decipherable), based on data as to their 
origins, timing, length, channels, routing and destination. 

Again, I can testify from my own experience, before and after I received any such 
clearances, that the system worked as it was supposed to. Someone who did not 
have the clearance, whether SI or T or K (or higher: see below), would really not be 
aware that the person at the next desk or office did have it—even if that person was 
his best friend, someone he shared discussion of their mutual work concerns with 
every hour—and really did not know, or guess, that such a clearance existed, or that 
the types of information it or other such clearances were accessible to anyone in the 
government even though he may have heard that some persons had "special 
clearances,” or "intelligence clearances,” whatever that meant. 

Andy Marshall’s [see belowjcolleagues, for example, generally knew the rumor that 
he had such clearances, but we didn’t know what that covered. Generally we 
assumed, I think—speaking for myself—that meant he had access to information 
from CIA, of a sort we knew we didn’t; perhaps draft estimates (until 1958, we saw 
formal estimates) or information from agents, spies. 

NSA was, in those days, not spoken of or thought much about, by people at RAND, 
State or DOD. Sometimes you would run into someone at a meeting who identified 
himself only, if asked, as "working for the government.” You learned by confidential 
comments of others that this probably meant—if the person resisted being any 
more specific—either the clandestine side of CIA (though such a person was more 
likely to name a cover agency) or NSA, which was then described as "code-breaking 
and code-making": obvious, essential activities, but apparently quite restricted. The 
joke was that NSA stood for "no such agency.” And the effect of this reticence was 
really, "Out of sound, out of mind.” CIA was a known unknown, to the rest of us; NSA 
was not. People from CIA, especially on the analytical side, would identify 
themselves or be described as such; NSA, not. Cover within cover. 
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(An even more closely-held designation was the National Reconnaissance Office, 
NRO. That very acronym was regarded as classified, and the existence of such an 
office denied.) 

{Back to] 

[If you wanted to discuss T or K—SI?—with someone you weren’t sure was cleared] 
The first thing you would do is go to another room and dial a number you'd been 
given for this clearance, to an office in the Pentagon. To the person answering, you 
would identify yourself by name and a codeword, then ask "Is so-and-so on the list 
for T?" After checking your credentials and the list, you would be answered "Yes” or 
"No." You then go back to where your associate is (having said earlier, "excuse me 
for a moment”) and say, "I know you're cleared for T. Before we talk, you’ll want to 
make a phone call." He would then retire and go through the same process (to make 
sure you too were really cleared: in case you were bluffing, though having learned 
the name "T.") Col. Ernie Cragg, breaking the rules, had omitted this process with 
me, for some reason. 2 

That’s what really happens. I went through it many times, after I had the clearances. 
(Most of the time, of course, discussing these matters you both knew you could talk 
to each other because you had gone through this initially). What’s the point? Why 
not just ask the person directly whether they were cleared for T? 

[below from file, My Cuban Crisis,] 

If he didn’t have that clearance, that would alert him to the existence of one he 
didn’t have, and didn’t even know existed, one that you apparently thought was 
relevant to his concerns or your mutual tasks. He would begin to ask about it (and 
why he didn’t have it, or whether he needed it, and how he could get it), thus 
alerting others to the same questions. And meanwhile he and some of these others, 
might make guesses as to what it might cover and what the substance of the 
information might be, guesses that might be wrong or might be shrewd. ("What is it 
that my boss, or someone, doesn’t want me to know, or doesn’t think I need to 
know—but this person does? How does that affect what I should be recommending, 
or investigating?”) Secrecy, and the benefits of secrecy, would be compromised. 

It was by breaches like that that—amounting to "leaks” within that I myself came to 
have special clearances (as they were called then: now, compartmented clearances, 
or "SCI”: sensitive compartmented information). First, I was in the Pentagon 
cafeteria late at night, talking with a colonel I was consulting with on war plans, 


2 (He had working with me for a month on nuclear war plans, though those were 
only Top Secret; but I also knew the more closely-held jSCP, thanks to the leak from 
Dr. Ruth Davis and Lt. Col. Lukeman. When you know certain things, you may be 
told certain others, even against the rules; that happens sometimes, though it's not 
supposed to). 
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Ernie Cragg. I asked him what made the intelligence analysts so sure that the 
Soviets had almost no ICBMs (the new estimate, in September, 1961). He looked at 
me and asked, what he was supposed not to: "Are you cleared for T and K?" I said 
no. He clammed up. 

So I asked someone. Someone I'd long heard had "special clearances.” Whatever 
those were; something to do with intelligence. Ironically, even amazingly, the 
person who spilled the beans, who really broke the rules by telling me, was a close 
friend at RAND, Andy Marshall. Those who know Andy will find this hard to believe. 
Andy was brilliant and creative, but inarticulate--he usually hesitated before he 
spoke, and halting when he did speak—and absolutely marvelous at secret-keeping. 

His response to a question he wouldn’t answer, because it was secret, was to look at 
the questioner expressionlessly and without blinking, with his thin lips shut. After a 
while he might say, "Mmmm.” He was never embarrassed by remaining silent for 
long periods, as he usually was in meetings. What he had to say was one-to-one, or 
to two or three. 

(When Andy transferred to the Pentagon, as head of an unusually secretive and 
sensitive outfit, the Officer of Net Assessment, successor to the Net Evaluations 
Subcommittee (NESC) which did RAND-like evaluations, but with official data, of the 
probable outcome of a nuclear war between the US and the Soviet Union, he stayed 
in that position over thirty years, into his nineties, the longest-tenured official in the 
Pentagon. He was known by his proteges there as Yoda, after the elf-like wizard in 
Star Wars who he resembled facially and in his gnomic utterances. 

He was said to be the guru of Donald Rumsfeld in his second tour as Secretary of 
Defense. When the New Yorker did a profile of Rumsfeld and the "Revolution in 
Military Affairs” that was attributed to Marshall, "Dreaming About Defense," Andy 
was interviewed and was often present, but the interviewer wasn’t allowed to use 
his name; he had to refer to him as The Analyst. (? What was the term? Nicholas 
Lehmann, 2001)) 

So it’s funny to recall that it was Andy Marshall who revealed to me the content of 
the T and K clearances, and suggested that I should try to get them. (It’s mean of me 
to identify Andy as the source of what was in those circles a fairly serious security 
breach, but at this point in his career he can handle it). 

A general point: any regulation may be broken, occasionally, whether by a slip 
(Cragg, probably) or by a deliberate choice that the circumstances call for it (Andy, I 
think.) And they may be broken by anybody, no matter how disciplined and reliable. 
(Andy is an ultimate example). If you happened to be in the room when a piece of 
information came in to a close associate or friend, you might overhear or actually be 
shown or told something that you yourself were not supposed to learn, which your 
friend would not have shared with you, ever, if you hadn’t been there. On the other 
hand, covering most of the time, that friend would not tell you something that was 
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"really” sensitive, or that was covered by a clearance he knew you didn’t have, no 
matter the degree of your friendship or your usual habit of sharing confidences, and no 
matter how relevant to your own work and how valuable he knew that piece of 
information would be to you. 

I had both experiences with my "best friend" Harry Rowen a number of times. Not 
with matters of higher clearance—the breaches with Cragg and Marshall were really 
extraordinary, the only ones I ever encountered (that’s one of the points I'm 
making)—but, for example, documents from the White House I don’t think I would 
ever have seen if I hadn’t been in the room when they arrived (though I had his 
permission to see anything on his piled-high desk), [see my account of JFK's decision 
to allow the French to use our test site in 1963, a memcon by McGeorge Bundy I saw 
on November 22,1963, in the morning before news of Kennedy’s assassination] 
Likewise, frequently, with my later boss John McNaughton, hearing him debrief a 
White House meeting on the phone. 

But there were many other cases of surprising secrecy from me. (A special case, but 
still—in view of our extremely close relationship—the visit to Harry from the FBI in 
April, 1970, informing him that I had copied the Pentagon Papers, never disclosed to 
me during months while I remained at RAND as a consultant, or ever later). More 
relevant to this book: that he and Carl Kaysen had worked on a special plan for a 
potentially "clever" first-strike against the Soviet Union during the Berlin Crisis in 
1961, briefed to the president. I actually lost my job as Special Assistant because I 
couldn’t resist looking at a notebook full of high-level dissents to McNamara’s 
Vietnam escalation policy that I wasn't supposed to read. That's the kind of sanction 
that keeps people loyal to their promises of secrecy. 

Not more than a handful of researchers at RAND in the late Fifties knew of the 
existence, flights or output of the U-2, and no one of those (probably including 
Amron Katz, possibly Marshall) hinted at it to any of their colleagues. This was a 
period when most of those colleagues were working urgently, often seventy-hour 
weeks as I came to spend, trying to deter a surprise attack from a crash-produced 
ICBM force that, the U-2 increasingly indicated, did not exist. To the extent that any 
of them had heard of dissents to the "missile gap" by Army and Navy intelligence, 
and reassurances on it by President Eisenhower and Secretary of Defense Gates, 
they didn't know, couldn’t conceive, and wouldn’t have believed that any substantial 
evidence for such estimates existed. 

When I briefed RAND, at the Top Secret level (I myself didn't have the clearances yet 
for the sources to what I was revealing, though I actually knew from unusual leaks), 
on the new estimate in September, 1961 that the Soviets had only 4 ICBMs, that we 
outnumbered theirs 10 to 1, no one (except Marshall, who knew) believed me. 

"How could they know that?" was the universal dismissal. I couldn’t tell them. And 
didn’t. (I wasn't supposed to know; nor were they.) 
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Now, people, including me, were always bringing back to RAND--from work or 
gossip in the Pentagon--things that RAND wasn’t supposed to know. But I 
understood by this time that this information was not to be one of those of things. 

Harry told me (after I had the clearances) about a meeting he had in the White 
House in Carl Kaysen’s office, with Alain Enthoven, Bob Komer and several others, to 
look at photos from the Corona satellite of the Soviet missiles (all four of them). 
Someone said, "These pictures are worth a billion bucks!" 

And someone said, "That’s about what they cost.” 

In the same meeting, Carl, who had newly arrived as Deputy to McGeorge Bundy, 
remarked, "I've got all the clearances." 

Harry said the others present looked at each and rolled their eyes. That was the 
boast of someone new to the game. Eventually you come to realize: There’s no way 
to know you’ve got all the clearances. Even the president. That’s not how the 
system works. There's no end to clearances, no "all." (Nowadays, there could be 
hundreds, or more). 

You can designate a new clearance in a matter of minutes, or an hour. You can 
construct a process for it, name an initial list of people, designate a room and a 
telephone and numbers to call, invent codewords, assign couriers; special phone 
lines or cable channels might take a little longer to arrange, but various 
communications services could set it up. CIA, or Special Operations under the JCS 
does these every day or so. And it will really work, to keep certain information or 
projects from people within the government who have a dozen or more special 
clearances themselves (or not) but aren’t on this list. 

Sometimes it’s said these are not really separate clearances, but simply "need to 
know lists." That may be, in some cases, but on the whole that’s a cover story, 
designed to conceal the reality of separate facilities and special couriers and 
channels. 

With the all-source access, you’re then told the whereabouts of a room in the 
Pentagon where you can have free access to the material. The number of the room, 
in one of the inner rings of the building, is on a nondescript door with no other 
designation on it. Entering, you find yourself (this is all in the past: procedures may 
be much more elaborate now) in a closet-sized anteroom with a woman behind a 
heavy wire cage sitting on a high stool, like a cashier. You present your photo ID and 
she checks it against (in those days) a phone-book-sized computer readout. If it 
checks, she presses a button, and a safe-like security door opens in the rear of the 
closet. You enter: to a room that looks like the reading room of the New York Public 
Library. High, two-story ceiling; barred windows (I think) on one side, an open 
mezzanine on the other with shelves like a library, shelves along the walls on both 
levels, and racks like the kind that hold newspapers in a club, holding maps and 
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enlarged photographs. All this is information covered by the special clearances, 
information that you, earlier, and none of your colleagues, knew existed. 

The first sight of this is dizzying. Even more so, as you begin to browse. Suddenly 
it’s all there—no further procedure to go through (no check-out privileges)—the 
information that armed couriers had been bringing by the folder, by the briefcase at 
a time, the information you couldn’t store in your Top Secret office or safe. A world 
of information, that separates you forever from the mass of the unwitting, including 
those back at the office or RAND who had only Top Secret clearances. 

[This is in greater detail in the 1973 Rolling Stone interview: OCR that and quote] 
[Likewise, the incident with Mike Forrestal, also described in Secrets] 

When you’re first cleared for classified information, you’re told there are three and 
only three categories of it: Confidential, Secret and Top Secret. (That's what Senator 
Ervin, chair of the Judiciary Committee and the Watergate Committee, told me had 
been told him in sworn testimony "time and time again," when I briefed him on the 
reality along with eight or nine other senior Senators after my trial. Not one of them 
knew what I’ve been saying here, about the compartmented clearances, except for 
Senator Symington, who had been Secretary of the Air Force. (Others present 
included Senator Fulbright, who had called them together to hear me, and Senators 
Eagleton and Muskie.) If you have Top Secret clearance, you are told, and you 
believe, until you learn otherwise, that you have access, given need-to-know, to the 
most closely-guarded data the government has, "the highest level of classification.” 

That is simply false, a cover story. But you go through much the same delusion 
when you have SI, T and K, "all source intelligence.” (Some technical people had T or 
K or both without having SI; policy staffers tended to have all three). Again, you are 
led to think you have it all. 

But the next level are "operational clearances," that cover specific types of 
operations or projects. After you have been briefed newly, separately, on the 
existence, nature and content of one after another of these, along with the 
regulations, codewords and rituals for acquiring and handling the information, you 
finally get the picture that there is no end to these clearances, no "all," no "highest 
access." 


The "I” or "Ideal" clearance I needed and got in 1964 for my study of nuclear crises 
including the Cuban crisis covered data on U-2 operations, not the photographs (T) 
but the details of basing, operations, and in particular—what I wanted to read— 
decision-making by the Committee on Overhead Reconnaissance, that determined 
"requirements,” needed targets for coverage, and decisions as to how and when to 
get the photographs. The very existence of that Committee, and its membership, 
was a highly-classified secret, along with the NRO in which it met, let alone its 
proceedings. 
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(The question I wanted to investigate (still a matter of sensitivity and controversy: 
see Polmar and Gresham, who seek to exonerate the intelligence community) was 
why there had been a time-gap in U-2 coverage of Cuba in September and October, 
1962, so that the missiles were not discovered until October 14.) 

Eventually, I had a dozen special clearances, as Special Assistant to the Assistant 
Secretary of Defense (ISA). When I was offered the job, I asked for, and got, all the 
clearances that my boss had: so 1 could assist him throughout his range of activities. 

In the course of my study, 1 had access at CIA Headquarters in McLean, among other 
things, to an entire library shelf of binders that presented every bit of intelligence 
available to CIA prior to October 14 that hinted at or might have borne on the 
presence of Soviet missiles on Cuba. This included all the reports from refugees 
streaming in daily from Cuba and being interrogated at Opa Locka, thousands of 
interviews containing hundreds of claims of missiles, most of them referring to SA-2 
SAMS or being otherwise ambiguous or suspect. (And a few, from October 1 on, 
looking detailed and plausible, which led to the end of the flight moratorium on 
October 14, after a presidential decision on October 9. It’s a question, as I'll recount, 
whether President Kennedy himself knew between October 1 and October 9, or 
even from the 9 th to the 16 th , of the increasingly definite indications that medium- 
range missiles were present). 

I mention this to make the following point: In none of that voluminous data, 
including that which required two of my special clearances (satellite reconnaissance 
did not play much of a role, though I had access to that), or in any of my discussions 
at CIA did I run across the word "Mongoose" or any other hint of what was the 
largest covert operation in CIA’s history. 

I was working in particular with two CIA officials who had each written a detailed 
study of the Crisis, one from Current Intelligence (whose name I forget at the 

moment) and one, Bud Southard, from. I had earlier read the Top Secret WSEG 

study of the Crisis by Len Wainstein, head of the WSEG Critical Incident Studies. 
Wainstein did not have access to SI materials, or data from CIA (except what was 
available in the files of the Operations division of the Joint Staff). Likewise, the 
Current Intelligence Study did draw on SI, but lacked data that Southard had. 

Reading each of these studies in succession, I was struck by two things. First, each 
of them had a prefatory note that went along the lines, as I recall from Wainstein's: 
"This study draws on the following sources of data. It is not complete; we lacked 
access, for example, to White House files, and our access to Secretary of Defense, 
State Department and CIA files was incomplete. Nevertheless, we believe that the 
account that follows is coherent and presents the essential aspects of the episode; 
further study should modify it only in detail.” 

That paraphrase may be slightly unfair, but I have a clear memory of the impression 
these successive conclusions made on me at the time. (Having it in front of me 
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/ would "only modify it in detail” I believe). But that’s because the conclusions 
seemed to be, when I read the studies successively, so mistaken. All the more 
striking because each of the investigators was manifestly unusually intelligent and 
perceptive. 

| Their confidence that the lacunae in their source material—some but not all of 
/ which they recognized—didn’t affect their main interpretations and conclusions or 
I their "lessons" was entirely misplaced. (That applied, of course, to the many authors 
^ of analyses and narratives that relied entirely to then-available public sources). 

Each new body of data, in fact, shifted the perspective to form, in significant ways, 
an entirely new pattern, as happens looking through the viewfinder of a 
kaleidoscope as you tape the side of it. 

' That obviously applied to what I was doing at the time, and later (and now). As I 
said to Jann Wenner, who interviewed me for Rolling Stone in late 1973, after I 
mentioned that I had studied the Cuban crisis nine years earlier with unusually 
broad classified access: "It wouldn’t surprise me at all to discover entire new areas I 
don’t know anything about, that would throw the crisis into an entirely new light." 

That’s proven to be sound foresight, with successive revelations by Rusk (fourteen 
years after that interview), Soviet generals and Dobrynin (1989 and 1992), memoirs 
by Khrushchev and his son Sergei, Castro, White House and ExComm tapes, Soviet 
submariners (and last month, the memoirs of a lover, Mimi Alford, who was with 
him the evening of October 27, while RFK was with Dobrynin). 

There is no reason to think this process will stop. The present study is one view of 
the kaleidoscope. There will no prefatory assurances about near-closure in this 
account. 

[PSALM: effects on President; and on knowledge of current operational plans 
(planners had to be cleared for PSALM). Ignorance by Garthoff and Cline (!) of 
Mongoose (and war plans): hence inability to understand K’s motives correctly. 
Likewise for half of ExComm. (Decision to show photos to Britain and US and press; 
need to remove codewords from photos first (Brugioni). Navy doesn’t tell 
McNamara that ships have stopped in water, evening of Oct. 23 or morning of Oct. 
24). 
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In the case of SI (comint], there is a reason why so many demonstrate the extreme 
self-discipline of keeping silent about it, in addition to the usual—heightened in this 
case—mystique of secrecy and the careerist concerns of keeping a clearance and a 
job. There really are strong reasons to avoid attracting the attention of foreign 
states to the need to improve their own communications security, to keep them 
from making it harder for our communications intelligence network to listen to 
their conversations. 

As with most other valid reasons for secrecy, this is especially true in wartime, but 
virtually all officials in my generation, including me, accepted the legitimacy and 
potential urgency of gathering this external information during the Cold War. (And I 
don’t mean to suggest that I’ve come to reject this legitimation entirely, either for 
then or now]. And if it is to be done at all, it’s clear that it must be done secretly, 
without alerting the targets that they are being overheard and understood. 

The answer to a frequent question I get is: yes, I do believe that are legitimate 
government secrets, valid bases for keeping secrets, and most (not all: especially 
domestic] communications intelligence fits that bill. 

And by the same token, I agree that there are "bad leaks" of classified information. 
For a recent example: It is now known—regrettably, by a politically-motivated leak 
from the White House—that Valerie Plame was a clandestine CIA operative who was 
investigating undercover the proliferation of nuclear weapons material in the 
Middle East. That’s a job that unquestionably, I would say, needs doing, and that 
must be done secretly, clandestinely. Her identity should not have been exposed (by 
Richard Armitage, Lewis Libby, Karl Rove, Dick Cheney), at the cost of ending her 
own efforts, endangering her entire network, and depriving us potentially of 
information that could be used to avert dangerous proliferation. 

Likewise, we obviously have a valid need—as the FISA Court would certainly agree, 
if it had been consulted, as the law demanded—to listen covertly to people whom 
there is probable cause to suspect are terrorists or are consciously supporting their 
efforts. On the other hand, to cast a dragnet over virtually all communications of 
American citizens—as has apparently been done since 9-11, eleven years ago-in 
hopes of finding probable cause to suspect some of them is potentially—that word 
is optimistic-the death of democracy. 


[(At some point, go into: codewords; comint channels; PP as only TS, therefore not 
comint; (false speculation that the PP allowed code-breaking of US messages); 
numbers in 1965 of holders; numbers now; revelations of the system; multiplication 
of compartments now; computer access; retinal scans, etc.; individuals with scores 
of clearances;. 

Effects on lying, criminality, reckless policy; advice to HAK) 







